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the dismissal of Dr. Alizaduh is reversed 
with directions that process should issue 
against him. 

Affirmed in part and reversed in part and 
remanded to the district court with di- 
rections. 



David RYAN, Appellant, 
v. 

DEPARTMENT OF JUSTICE, Appellee. 
No. 78-1040. 

United States Court of Appeals, 
Fourth Circuit. 


1. Records <s=»60 

Justice Department memoran-L-n 
which dealt with the removal, irwuUu^n, 
reassignment, or other curtailment of off- 
cial actions which FBI documents classify* 
tion officer had taken with respect l* ** 
investigation of alleged surreptitious «*» 
tries by certain FBI agents was exc**« 
from disclosure under the Freedom of ll 
formation Act as a record compiled for U* 
enforcement purposes which was part of u 
ongoing criminal investigation. 5 USCJL 
§ 552(bK7). 

2. Records < s =>57 

To properly exempt a system of record 
from an individual’s right of disclosure uv 
der the Privacy Act, an agency muit 
promulgate rules which exempt a system 
records from a provision of the Act 
state the reasons, in the rule itself, w u 
why the system of records is to be exem;< 
from a provision of the Act. 5 U.S.CA 
§ 552a(j). 

3. Records < s=>31 


Argued Dec. 7, 1978. 
Decided April 2, 1979. 


FBI employee brought action under the 
Freedom of Information Act and the Priva- 
cy Act to gain the access to a memorandum 
concerning him, and also sought damages 
for wilful disclosure of the contents of the 
document. The United States District 
Court for the Eastern District of Virginia, 
Albert V. Bryan, Jr., J., denied relief and 
FBI employee appealed. The Court of Ap- 
peals, Field, Senior Circuit Judge, held that: 
(1) the memorandum in question was prop- 
erly exempted from the disclosure provi- 
sions of the Freedom of Information Act 
and the Privacy Act, but (2) the system of 
records in which the document was con- 
tained had not been properly exempted 
from the civil remedies provisions of the 
Privacy Act for wrongful disclosure. 

Affirmed in part’ and reversed and re- 
manded in part. 

Gamble's medical needs by means of Interfer- 
ence with the prison doctor's performance or 


Since Justice Department had promul- 
gated rules exempting system of rcconii 
which included the record being sought h, 
the FBI employee from disclosure under thu 
Privacy Act and since the reason for with- 
holding the memorandum was consistent 
with one of the reasons listed for exempt- 
ing the system of records, the memorandum 
was exempt from the application of K* 
access provisions of the Privacy Act. 1 
U.S.C.A. § 552a(a, d, j). 

4. Records «=>55 * 

Since Justice Department had exempt- 
. ad a particular system of records from th* 
application of the access provisions of th* 
Privacy Act, there was no need for the civO 
remedies provisions to enforce the accew 
provisions with respect to that system of 
records and the Department of Justice ade- 
quately explained its reason for so exempt- 
ing the system of records from that part of 
the civil remedies provisions by referring to 
the fact that the system of records wu 
exempt from the access provisions. 5 US 
C.A. § 552a(d, g). 
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1 Records <8=>55 

Although Department of Justice could 
Have exempted its JUST ICE/CRT -001 sys- 
*.cm of records from the application of the 
mil remedies provisions of the Privacy Act 
for a wrongful disclosure violation, it had 
failed to do so and could not claim the 
exemption without first satisfying the re- 
quirement that the reasons therefore be 
♦Uted in the rule exempting the system of 
records. 5 U.S.C.A. § 552a(b, g, j). 


Alan E. Wolin, Mineola, N. Y. (Jack B. 
SMerwitz, Mineola, N. Y. t on brief), for 
appellant. 

Elsie L. Munsell, Asst. U. S. Atty., Alex- 
andria, Va. (William B. Cummings, U. S. 
Atty., Alexandria, Va. f on brief), for appel- 
lee. 

Before HAYNSWORTH, Chief Judge, 
FIELD, Senior Circuit Judge, and PHIL- 
LIPS, Circuit Judge. 

FIELD, Senior Circuit Judge: 

David Ryan has appealed from an order 
of the district court awarding summary 
judgment in favor of the United States 
Department of Justice in an action brought 
by Ryan under the Freedom of Information 
Act (FOIA), 5 U.S.C. § 552, and the Privacy 
Act, 5 U.S.C. § 552a, to obtain access to a 
certain memorandum concerning him, as 
well as damages for the Department’s wil- 
ful disclosure of the contents of the docu- 
ment to a third party. 

Ryan is employed as a Documents' Classi- 
fication Officer (Security Officer) with the 
Federal Bureau of Investigation (FBI). Be- 
ginning January 6, 1977, he made several 
requests of the Justice Department pursu- 
ant to the FOIA and the Privacy Act for 
the production of documents relating to him 
in his official capacity. Specifically, the 
appellant requested the production of a 
July 8, 1976, memorandum which he alleged 

I. The appellant has never seen the July 8. 1976, 
memorandum and can only speculate as to its 
contents. Both the district court and this court 
have examined the July 8, 1976, memorandum 
in camera. 


was in the files of the Justice Department. 
Ryan contends that the July 8, 1976, memo- 
randum dealt with the removal, insulation, 
reassignment or other curtailment of offi- 
cial actions he had taken with respect to an 
investigation of alleged surreptitious en- 
tries by certain FBI agents. 1 Although the 
appellant was provided with a copy of an- 
other related memorandum which referred 
to him in his official capacity, the Justice 
Department denied him access to the July 8, 
1976, memorandum on the basis that it was 
exempt from the mandatory disclosure pro- 
visions of the FOIA under § 552(bX5) and 
(bX7)(A) and that there were no records 
properly available to him under the terms 
of the Privacy Act. 2 

On August 9, 1977, subsequent to the 
commencement of the original action, an 
article appearing in the Washington Post 
reported that Quinlan J. Shea, Jr., a Justice 
Department attorney, “characterized the 
July 8 memo as saying Ryan was ‘getting in 
the way’ of the investigators.” Ryan then 
filed an amended complaint which, in addi- 
tion to his previous claim, alleged that the 
Justice Department, in violation of the Pri- 
vacy Act, had wrongfully disclosed to the 
Washington Post information relating to 
him and that he was entitled to damages 
under the Act for the wrongful disclosure. 

The district court concluded that the 
memorandum was exempt from disclosure 
to the plaintiff under § 552(b)(7) (FOIA) 
and under § 552a(j) (Privacy Act) as imple- 
mented by Justice Department regulations 
promulgated pursuant to § 552a(j). In ad- 
dition, it held that the memorandum could 
not reasonably be segregated into exempt 
and nonexempt parts. Finally, the court 
held that § 552a(j), together with the Jus- 
tice Department regulations, deprived Ryan 
of any of the civil remedies found in 
§ 552a(g), thus leaving him without an ac- 
tion for relief for the alleged wrongful dis- 
closure of the contents of the memorandum. 

2. The appellee admitted that the July 8, 1976, 
memorandum existed and that it dealt with the 
appellant in his official capacity. 
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The district court entered summary judg- 
ment in favor of the Justice Department on 
Ryan’s request for disclosure of the memo- 
randum as well as his claim for relief for 
wrongful disclosure of the contents of the 
memorandum to the Washington Post. 

Disposition of this appeal requires our 
consideration of the concededly convoluted 
structure and relationship between the two 
Acts. Both the Freedom of Information 
Act and the Privacy Act contain provisions 
under which a party may gain access to 
records maintained by agencies of the Unit- 
ed States. The FOIA contemplates access 
to any and all records not exempt from 
disclosure. The Privacy Act provides for 
access by an individual to records main- 
tained concerning him. Underlying the 
FOIA is a broad policy of release, while the 
Privacy Act limits access and is designed to 
protect the privacy of individual citizens. 
Both Acts, however, contain provisions 
which exempt documents from access under 
certain specified circumstances. 

Disclosure to the Appellant 
[1] Subsection 552(a) sets forth the dis- 
closure provisions of the FOIA, and the 
appellant specifically relies on § 552(a)(3) 
which requires that each agency make 
available to the public any records for 
which there has been a request made in 
accordance with published rules relative to 
the procedures to be followed. Subsection 

3. After listing the nine exemptions from the 
§ 552(a) disclosure provisions, § 552(b) pro- 
vides in part: 

Any reasonably segregable portion of a rec- 
ord shall be provided to any person request- 
ing such record after deletion of the portions 
which are exempt under this subsection. 

4. Subsection 552a(d) provides in part: 

(d) Access to records. — Each agency that 
maintains a system of records shall — 

(1) upon request by any individual to gain 
access to his record or to any information 
pertaining to him which is contained in the 
system, permit him and upon his request, a 
person of his own choosing to accompany 
him, to review the record and have a copy 
made of all or any portion thereof in a form 
comprehensible to him, except that the agen- 
cy may require the individual to furnish a 
written statement authorizing discussion of 


552(b), however, lists nine specific exemp- 
tions from the general disclosure provisions 
of the FOIA. Subsection 552(bX7) exempts 
from disclosure “investigatory records com- 
piled for law enforcement purposes, but 
only to the extent that the production of 
such records would (A) interfere with en- 
forcement proceedings * * Based 

upon our examination of the memorandum 
of July 8, 1976, we agree with the conclu- 
sion of the district court that it was exempt 
from disclosure under § 552(bX7) of the 
FOIA as a record “compiled for law en- 
forcement purposes’’ which was part of an 
ongoing criminal investigation. We further 
agree that the memorandum was not capa- 
ble of being reasonably segregated into ex- 
empt and nonexempt parts as provided by 
§ 552(b). 3 

[2,3] We also are of the opinion that 
the request for access under the Privacy 
Act was properly denied. Subsection 
552a(d) of the Privacy Act permits an indi- 
vidual to gain access to those records which 
pertain to him and are found in a system of 
records maintained by an agency. 4 Subsec- 
tion 552a(j)(2), however, provides for ex- 
emption from the application of § 552a(d), 
among other sections, any system of records 
which is “maintained by an agency or com- 
ponent thereof which performs as its princi- 
pal function any activity pertaining to the 
enforcement of criminal laws * * * and 

which consists of * * * (B) information 

that Individual’s record In the accompanying 
person’s presence; 

The term “record” Is defined In subsection 

552a(a)(4) as: i 

♦ * * any item, collection, or grouping of 

information about an individual that is main- 
tained by an agency, including, but not limit- 
ed to, his education, financial transactions, 
medical history, and criminal or employment 
history and that contains his name, or the 
identifying number, symbol, or other Identify- 
ing particular assigned to the individual, such 
as a finger or voice print or a photograph. 
The term “system of records" is defined In 

subsection 552a(a)(5) as: 

* * * a group of any records under the 

control of any agency from which informa- 
tion is retrieved by the name of the individual 
or by some identifying number, symbol, or 
other identifying particular assigned to the 
individual; 
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compiled for the purpose of a criminal in- 
vestigation, including reports of informants 
and investigators, and associated with an 
identifiable individual • • V’ 5 To 

properly exempt a system of records, an 
agency must: (1) promulgate rules, pursu- 
ant to the rule making requirements of 
§ 553(bX 1), (2), and (3), (c) and (e), which 
exempt a system of records from a provi- 
sion of the Act, and (2) state the reasons in 
the rule itself why the system of records is 
to be exempt from a provision of the Act. 
5 U.S.C. § 552a(j). The Justice Department 
takes the position that because it has pro- 
mulgated certain regulations found in 28 
C.F.R. § 16.90(e) and (f), the memorandum 
sought by Ryan is exempt from the access 
provisions of the Privacy Act. Specifically, 
§ 16.90(e) exempts from the § 552a(d) ac- 
cess provisions a system of records desig- 
nated as “Central Civil Rights Division In- 
dex File and Associated Record (JUS- 
TICE/CRT-001)” of which system of rec-r 
ords the memorandum is a part. Subsec- 
tion 16.90(f)(1) refers to the reasons for 
exempting JUSTICE/CRT-001 from 
§ 552a(d): “ * * * because freely per- 

mitting access to records in this system 
would compromise ongoing investigations 
and reveal investigatory techniques.” 
Since the Justice Department has promul- 
gated rules exempting the system of rec- 
ords which includes the July 8, 1976, memo- 
randum and the reason for withholding the 
memorandum is consistent with one of the 
reasons listed in the regulations for exempt- ‘ 
ing JUSTICE/CRT -001 from the applica- 
tion of the access provisions, the district 
court properly concluded that § 552a(j) and 
28 C.F.R. § 16.90(e) and (f) combine to 
exempt the memorandum from the applica- 

5. The Justice Department is clearly an agency 
which performs as its principal function an 
activity pertaining to the enforcement of crimi- 
nal laws, and Ryan has not contended that the 
system of records of which the July 8, 1976, 
memorandum is a part is not information com- 
piled for the purpose of a criminal investiga- 
tion. 

6. The appellant has argued that documents to 
which access has been requested under the 
Privacy Act should be subject to the same 
requirement applicable to the FOIA under 


tion of the access provisions of the Privacy 
Act.® 

Wrongful Disclosure to a Third Party 

Subsection 552a(g) provides civil remedies 
which are available to an individual whose 
rights under the Privacy Act have been 
violated by an agency. Ryan seeks dam- 
ages under the civil remedies provisions of 
§ 552a(g)(4) for the alleged wrongful disclo- 
sure of the contents of the July 8, 1976, 
memorandum by the Justice Department to 
the Washington Post. As heretofore noted, 
subsection 552a(j) permits an agency whose 
primary function is the enforcement of 
criminal laws to exempt a system of records 
which is compiled for the purpose of a crim- 
inal investigation from the application of 
the civil remedies provisions by (1) promul- 
gating rules which specifically exempt a 
system of records from § 652a (g) and (2) 
stating the reasons for the exemption in the 
rule itself. 7 The Justice Department con- 
tends that the system of records of which 
the memorandum is a part is properly ex- 
empt from the application of the civil reme- 
dies provisions by the promulgation of 28 
C.F.R. § 16.90(e) and (f). 

[4] The Department has satisfied the 
first requirement for exempting the memo- 
randum by promulgating 28 C.F.R. § 16.- 
90(e) which reads in part: “The following 
system of records is exempt from 5 U.S.C. 
552a(c)(3), (d) and (g): (1) Central Civil 
Rights Division Index File and Associated 
Records (JUSTICE/CRT-401).” In an ef- 
fort to comply with the requirement that 
reasons for the exemption be stated in the 
rule, the Department has promulgated 28 
C.F.R. § 16.90(f) which reads in part: “Ex- 
ceptions from the particular subsections are 

§ 552(b) of segregating exempt from non- 
exempt parts of a document but has cited no 
provision in the Privacy Act to support such a 
position. We need not determine whether a 
requirement of segregation exists under the 
Privacy Act since we conclude that even if such 
a requirement exists, the July 8, 1976, memo- 
randum cannot reasonably be segregated into 
exempt and nonexempt parts. 

7. See text accompanying note 5. 
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justified for the following reasons: * * * 

(2) From subsection (g) [(civil remedies pro- 
visions)] because exemption from the provi- 
sion of subsection (d) [(access provisions)] 
will render the provisions on suits to en- 
force (d) inapplicable." Since the Justice 
Department has exempted JUSTICE/CRT- 
001 from the application of the § 552a(d) 
access provisions, there is no need for the 
§ 552a(g) civil remedies provisions to en- 
force that subsection, and the Department 
has adequately explained its reason for so 
exempting the system of records from that 
part of the civil remedies provisions. But 
while the Justice Department had the au- 
thority to completely exempt JUS- 
TICE/CRT-001 from the application of all 
of the civil remedies, it did so only to the 
extent that those provisions would have ap- 
plied to enforce access under § 552a(d). 

It should t>e noted that the Office of 
Management and Budget which has been 
given the responsibility of developing 
guidelines and regulations for the use of 
agencies in implementing the Privacy Act, 
and of providing continuing assistance to 
and oversight of the implementation of the 
Privacy Act by such agencies, 8 made this 
comment about the exemption provisions of 
the Act: "It should be emphasized that the 
exemption provisions are permissive; i. e., 
an agency head is authorized, but not re- 
quired, to exempt a system from all or any 
portion of selected provisions of the Act 
when he or she deems it to be in the best 
interest of the Government and consistent 
with the Act and these guidelines." 40 
Fed. Reg. 28971 (1975). By requiring the 
agency to state the reasons in the rule itself 
for exempting a system of records from a 
provision of the Privacy Act, the extent of 
the exemption intended cun be fully as- 
certained. 9 

[5] Although the Justice Department 
could have exempted JUSTICE/CRT-001 

8. Privacy Act of 1974, Pub.L.No. 93-579, § 6, 
88 Stat. 1896 (1974). 

9. The requirement of § 552a(j) that an agency 
state the reasons for exempting a system of 
records from a provision of the Privacy Act is 
in addition to the § 553(c) requirement that 


from the application of the § 552a(g) civil 
remedies provisions to a § 552a(b) wrongful 
disclosure violation, it failed to do so as 
required by § 552a(j) and cannot now claim 
such an exemption without first satisfying 
the requirement that reasons therefor be 
stated in the rule. Since the Department 
did not take the steps necessary to exempt 
JUSTICE/CRT-001 from the civil remedy 
for wrongful disclosure, it was error to 
grant summary judgment against the plain- 
tiff on his charge of improper disclosure of 
the July 8, 1976, memorandum to the Wash- 
ington Post. We, of course, express no 
opinion on the merits of the plaintiff’s 
claim. 

The judgment denying disclosure and ac- 
cess under Count 1 is affirmed; the judg- 
ment dismissing the claim for damages un- 
der Count 2 is reversed, and the case re- 
manded for further proceedings. 



In re UNITED STEELWORKERS OF 
AMERICA, AFL-CIO-CLC, 
Petitioner. 

No. 79-1190. 

United States Court of Appeals, 
Fourth Circuit. 

Submitted March 16, 1979. 

Decided April 10, 1979. 

Union sought writ of mandamus direct- 
ing that, district court vacate order requir- 
ing another union which had lost represen- 
tation election be accorded full party status 
at unfair labor practice hearing being con- 

after considering matter presented by person* 
who are interested in the rule making, the 
agency shall incorporate in the rules adopted a 
concise general statement of their basis and 
purpose. 


